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This document provides a list of features and justifications for migrating from HiveManager Classic to HiveManager
(previously ‘NG’).

Please note:
o Migration is completely optional
o Entitlement keys can be migrated free-of-charge (licenses and support must be valid)
o Optional migration assistance is available from Aerohive’s professional services team (sold separately)
o Itis recommended to talk with an Aerohive representative prior to migration to the ensure devices, features and

functionality used in your environment will continue to work on the new platform
This document is broken out into the following sections:

Devices | Features | General
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The following devices are exclusively supported in HiveManager (not Classic):

Access Points Switches Routers
Atom AP30 SR2208P XR200P*
APB30 SR2224p XR600OP*
APG650 SR2324P
APB50X SR2348P
Dell N-Series*

* Routers and Dell N-Series switches require a HiveManager Select license, they are not supported in Connect.
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The following features are exclusively available in HiveManager:

Multi-Language Support

HiveManager Availability

Cloud (Select) v Cloud (Connect) v Virtual Appliance (Select) N4

HiveManager can render all elements throughout the interface in multiple languages (configurable within HiveManager).
The list of supported languages currently includes:

e English Time Zona o
e German
e  Spanish Select Language APPLY
e French m ged out
: lta”an ro— be logged ou
° Ja panese Spanish
e Korean French
° Portuguese Italian
° Chlnese Japanese
Organ Karean AEROHIVE NETWORKS
Portugese
Indust _chiness Enterprise N S
Switch Stacking

HiveManager Availability

Cloud (Select) v Cloud (Connect) X Virtual Appliance (Select) v

HiveManager features switch stacking for
Aerohive SR2300 series and supported

. . Model #: SR_2348P Serial #: 23481606180372 Status: CONNECTED STANDBY
Dell N-series switches. Once a group of R
switches are configured as a stack, it is
configurable as singular item via a1 At araT ; :
HiveManager. Stack o = n
More Informatlon here- Model #: SR_2348P Serial #: 23481606170077 Status: CONNECTED MEMBER
SR2348P
Name: US-MIL-IT-ENGSTACK Model #: SR_2348P Serial #: 23481606180390 Status: CONNECTED MASTER
SR2348P
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https://docs.aerohive.com/330000/docs/help/english/ng/Content/gui/configuration/configuring-switch-device-template.htm?Highlight=stacking

Remote Packet Capture with CloudShark

HiveManager Availability

Cloud (Select) v Cloud (Connect) X Virtual Appliance (Select) v

HiveManager supports

Remote Packet Capture =
via Cloudshark Remote Packet Capture m
H H = CLIENT MONITOR
integration. The Remote Gz Coleman-AP550
Packet Capture tool R Access Point Colemn-AP250-UK
allows you to enter an API ¥ UTILITIES Coleman-AP250-USA
token, and then perform
packet captures using a 888 REMOTE PACKET CAPTURE Interface WiFio -
free or paid CloudShark Duration

N X 30 seconds
account. (1 - 300)

Packet Count per Interface 2000
More information here. (1-10000)

Bidirectional O

Privacy Features Including GDPR-Related Tools

HiveManager Availability

Cloud (Select) v Cloud (Connect) v Virtual Appliance (Select) N4

Several privacy features are available within HiveManager, some of which assist our customers in addressing GDPR-
related obligations that result from the rights to request and be forgotten. These features include:

Search, download, and delete user data by client MAC address

Search, download, and delete user data by user name

Search, download, and delete admin data by admin name

Audit logs: track and report that user or admin data was downloaded or deleted, when, and by whom

ACCOUNTS

ADMINISTRATION

More information here.
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https://docs.aerohive.com/330000/docs/help/english/ng/Content/gui/troubleshoot/using-remote-packet-capture.htm?Highlight=remote%20packet%20capture
https://docs.aerohive.com/330000/docs/help/english/ng/Content/reference/understanding-gdpr.htm?Highlight=GDPR

Client 360

HiveManager Availability

Cloud (Select) Vv Cloud (Connect) X Virtual Appliance (Select) v
Client 360 is Aerohive’s new monitoring T o
tool that is enhanced by machine learning.
It intelligently collates a wealth of data Apple, iPod, :o 16.103.12 ACBC329DA753 1 H‘r“-,ZS Mins 31 Secs =
pertaining to client operation, connectivity o
health, faults, and performance, and -
presents them in a simple and informative .
way. In turn, this information can be used s ° = === p
to quickly identify problems, resolve :
network errors, and optimize performance. R - e
[0 ]
1

More information here. From Thursday (M to 12:00

13.6GB 2 Hrs 25 Mins 31 Secs

Selected Time

Total Usage 13.6G8 Total Usage 3668 Total Usage 9.6G8

Last Connected Last Connected Last Connected

Total Time Connected 1 14 Total Time Connected 2 Hrs 25 Mir Total Time Connected 2 Mins 31 Se

Avg RSS! 4 -55 dBm Avg RSS! 500d 55 dBm Avg RSS! Excellent -75 dBrr

Avg SNR b 36 Avg SNR High Avg SNR

Supported Mode 1a 11g 1in Y Supported Mode Ma Supported Mode 110 118c 11ax

Spatial Streams

Spatial Streams.

Spatial Streams

Built-in Presence Analytics

HiveManager Availability

Cloud (Select)

Cloud (Connect) Virtual Appliance (Select)

HiveManager features built-in
presence analytics that
enable the administrator to
see information pertaining to
new and returning visitors,
including associated and
unassociated devices. This
information helps to
understand customer
engagement and loyalty.

FILTER BY LOCATION

FILTER BY DEVICE

) AEROHIVE

WORKS

SUMMARY
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m PIEUREIECE MONITOR  MAPS  CONFIGURE

REPORTS  DIAGNOSTICS  INVENTORY  COMPARATIVE ANALYTICS  PRESENCE

Presence
Select Range

4005 i

New Visitors

300
) IH‘
1800 2100 0000 0300 0800 09:00

1200 15:00

Returning Visitors

I
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https://docs.aerohive.com/330000/docs/help/english/ng/Content/gui/monitor/viewing-client-entity.htm

Improved Workflows

HiveManager Availability

Cloud (Select) v Cloud (Connect) v Virtual Appliance (Select) N4
The overall interface of HiveManager NaomE”  Configure Guest SSID -
has been much improved with T o
intuitive workflows to make day-to- o =
day tasks easier and more efficient. o« o
These include the 6-step onboarding e ——
wizard, guided workflows, shortcut
configurations and much more. > . |
=
=
|
R
oo -]
El
SD-WAN

HiveManager Availability

Cloud (Select) N4 Cloud (Connect) X Virtual Appliance (Select) N4

Software-Defined Wide Area oo
Networking (SD-WAN) is an
innovative new approach to —
the deployment, management Geott_Mason: Wi B —
and operation of WANSs. WA Avaibity

HiveManager includes a full .
suite of SD-WAN features, — e
building upon the success of 5o

Aerohive’s Branch Routing - o e oo

solution previously available in =
HiveManager Classic. : = =

More information here.

WPN Link Quallty
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https://docs.aerohive.com/330000/docs/help/english/ng/Content/gui/configuration/enabling-sd-wan.htm?Highlight=sd-wan

VHM Switching and External Access Capability

HiveManager Availability

Cloud (Select) v Cloud (Connect) v Virtual Appliance (Select) v
A HiveManager n[mmu[:. HiveManager Admin Portal
administrator can grant
access to an external . Manage Your Networks - Manage Other Deployments
adm|n us'ng the bu”t_'n Manage and monitor my network deployment Yau also have access to the fallowing accounts
RBAC (Role-Based Access @
Control) capabilities. Once *
another user is granted Create a New Account .

access, the account will
appear under their
HiveManager Admin Portal.

More information here.

Advanced Spectrum Intelligence

HiveManager Availability

Cloud (Select) v Cloud (Connect) X Virtual Appliance (Select) v
HiveManager includes advanced Spectrum Analysis: HOSTNAME s rs ] [A0R] sore | [TBm]| % | (o] P25 (s v] *% [smn o
spectrum intelligence, an improvement 04:59 23

REMADING

on the spectrum analysis feature in
HiveManager Classic. The primary
advantages include the ability to easily
identify networks/SSIDs as an overlay on
the spectrum analysis FFT (Fast Fourier
Transform) graph, updated spectrum
visualizations and additional signature R P T
support.

Real Time FFT n - FFT Duty Cycle

Swept Spectrogram

More information here.

AEROMIVE DEVICE NAME ~ DEWVICE FUNCTION DISCOVERED CHANNEL AFFECTED CENTER FREQUENCY BANDWIDTH OCCUPIED

NETWORKS
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https://docs.aerohive.com/330000/docs/help/english/ng/Content/gui/administration/adding-a-new-admin-account.htm
https://docs.aerohive.com/330000/docs/help/english/ng/Content/gui/devices/viewing-spectrum-intelligence-details.htm?Highlight=Spectrum

Comparative Analytics

HiveManager Availability

Cloud (Select) v Cloud (Connect) X Virtual Appliance (Select) X

Comparative analytics
enables the network
administrator to
anonymously compare
the operational and
performance metrics of
thEII’ network agalnst NORMALIZED BANDWIDTH USAGE — Industry — * | —Org. Size — ¥ —Technology— ¥ &+
the networks of other o “r
HiveManager Cloud

customers in defined

industries.

@ osmith@aerchive.com
© & 0 2TTRN

Connection Status 1 Total Apps 1 Clents&Users 1 1 1 Alarms 11 Securit y 1

More information here. i -
NORMALIZED UNIQUE CLIENT DEVICES dustry v g Size - echnology -

[

Guest Management 2.0 with PPSK

HiveManager Availability

Cloud (Select) v Cloud (Connect) X Virtual Appliance (Select) V*

HiveManager Classic offered a number of
advanced guest management features utilizing
PPSK in the form of ID Manager. HiveManager
now integrates many of these features,
including an i0S Kiosk app for self-registration,
completely free-of-charge.

[ )
Aerohive®

*Kiosk app is not supported with the VA. Visitor Registration

More information here.
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https://docs.aerohive.com/330000/docs/help/english/ng/Content/gui/dashboard/viewing-camparative-analytics.htm?Highlight=comparative
https://www.aerohive.com/technology/ppsk/

Client Monitor 2.0

HiveManager Availability

Cloud (Select) v Cloud (Connect) X Virtual Appliance (Select) N4

Client Monitor 2.0 brings i 1w
automatic troubleshooting
and diagnosis to aid
administrators in detecting C
and resolving network issues :
as quickly as possible. Client
Monitor 2.0 automatically
monitors the network in the i s o o (g 21,2018 05541 o (g 2,201 09083

background and reports back =T - rymp P

= Y

Client Monitar: Issue List E 0., - R T N T

al

Unique Clients experiencing issues:

Assaciation 0 Authanscation 4 Natworking 1

any issues that are detected
including failed authentication v o
attempts and IP address o

misconfigurations.

More information here.

+ 4+ 4+ 4+ o+
L3R )

Hierarchal HiveManager (HHM)

HiveManager Availability

Cloud (Select) v Cloud (Connect) X Virtual Appliance (Select) v

HHM enables an umbrella corporation or service provider to easily manage multiple organizations and HiveManagers via
a unified umbrella account with hierarchical capabilities, including per-organization views and filters. HHM can be
enabled within any HiveManager Select account is completely free to use.

f“ ;uEIHDH!“E DASHBOARD MONITOR MAPS CONFIGURE TOOLS

Configuring Your Organizatian

Organizations

"o B

Name Admin User Deployed Devices Color Organization ID

5 W Fupie 191259188758214
atal Corporation 7 Green 1912591887568219
Curitiba Industri 20 Orange 191259188756290
STRATION
resina L 10 B Bie 191259188758328

icense Management

More information here.
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https://docs.aerohive.com/330000/docs/help/english/ng/Content/gui/troubleshoot/using-troubleshooting-tool-diagnosis.htm?Highlight=client%20monitor
https://docs.aerohive.com/330000/docs/help/english/ng/Content/reference/guides/qsg-hierarchical-hivemanager.htm?Highlight=hhm

30-Day Retention

HiveManager Availability

Cloud (Select) v Cloud (Connect) v* Virtual Appliance (Select) v
HiveManager retains up to 30-day’s worth of data for o [
numerous elements throughout the interface including: S - ° -
o Dashboard = CEE e
o Hive Summary - Overall L I —
= Top Application Groups T
= Top Applications _— R E
= Top Usage (Clients & Users) = e ® o
=  Wi-Fi Clients by 0OS — estes =
= Top Wired Clients = - S— A —————
= Top Access Points (Clients & Usage) =N _— — e -
»  Maximum Number of Simultaneous [} — -
Connections
o Hive Summary - WAN
=  WAN Throughput m
= WAN Availability s T emm——
o Diagnostics _ L
=  Top Access Points by Channel —
Ut”ization socn 0 | mtwtmin = o
= Top Access Points by CPU Usage % e
= Top Access Points by Retries R ———————
o Comparitive Analaytics T~ s —
= Normalized Bandwidth Usage
=  Normalzied Number of Unique Client
Devices
= Average Number of Clients with Poor
Health
(@) Monitor HIVE SUMMARY - WAN wan avacerye EEXEERE ENEE &
0o Clients Total WA Usage outer p—
o Users 318.75MB R
o Security 18 1 =
* Rouge APs 2 o
= Rouge Clients .
o Tools -
(@) Client Monitor WAN THROUGHPUT @ B3 =w &
Other elements retain data in excess of 30 days including: ' p—
Audit Logs : (
GDPR Audit Logs

* Not all elements listed here are available in Connect.
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PCI 3.2 Compliance Reporting

HiveManager Availability

Cloud (Select) v Cloud (Connect) X Virtual Appliance (Select) N4

Any corporation that facilitates

financial transactions across Summary

their network must ensure (by & Non:Compliart

law) that their network is PCI 0 .

compliant. HiveManager

features a PCl 3.2 Compliance -

Report (the latest standard) in

which the network configuration Compliance

is analyzed for compliance. If @ ‘ o

any violations are reported,

remediation steps are provided. i)

More information here. ® (i)
(1]
(i}

0 Section 8.3.1 (Multi-Factor Authentication) — Non-Compli ant 0

Private Client Groups (PCG)

HiveManager Availability

Cloud (Select) v Cloud (Connect) X Virtual Appliance (Select) v

Aerohive Private Client Groups

(PCQ) is the industry’s first Room Assignment
Room Area Network (RAN) Network ol enatle Private Client Groups [ on
Solution, with the Capablllty to . R 38ID: | pogl-ss $5=  [7] Distribute Shared Keys [] Enabl Wired LAN Poris as Shared (only for AP150W)
manage and control network
services based on micro- [ w0 ] oeiere noon NEEES)
location. PCG is perfect for e oo oomeyemut ouersus [
Multi-Dwelling Unit (MDU) »
environments such as hotels, . ’ ML) (ERTLER R B
care facilities and student L
accommodation. F—
SHARED ROOM USER PCG_rm250_USER_001

More information here.
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https://docs.aerohive.com/330000/docs/help/english/ng/Content/gui/monitor/viewing-report.htm?Highlight=PCI
https://docs.aerohive.com/330000/docs/help/english/ng/Content/gui/configuration/configuring-private-client-groups.htm?Highlight=private%20client%20groups

New Cloud Architecture

HiveManager Availability

Cloud (Select) v Cloud (Connect) v Virtual Appliance (Select) v

Aerohive has designed a geographically distributed, next-generation cloud architecture with industry-leading scalability,
flexibility and performance.

Aerohive’s new RDC (Regional Data Centre) solution delivers state-of-the-art cloud data centres in-region. These RDCs
(among other advancements) aid Aerohive and our customers in adhering to local regulatory compliance while
simultaneously reducing CAPWAP and management latency.

Aerohive’s ‘Private Cloud’ enables a service provider, such as an MSP (Managed Service Provider) to operate and
maintain their own, local RDC.

Among the many other advancements in cloud technology, HiveManager uses the latest in Elasticsearch architecture
which improves scalability, performance and responsiveness.

More information here.

Frequent Updates

HiveManager Availability

Cloud (Select) v Cloud (Connect) v Virtual Appliance (Select) v

HiveManager Cloud receives frequent updates, far exceeding the upgrade cadence of HiveManager Classic. Everything
from new features, bug fixes and performance enhancements are automatically deployed on a regular basis. For
HiveManager Virtual Appliance customers, these updates are rolled-up into release packages and can be applied
seamlessly within the HiveManager Virtual Appliance Management Console.

More information here.

API Suite

HiveManager Availability

Cloud (Select) v Cloud (Connect) X Virtual Appliance (Select) v*

HiveManager supports a full stack of REST APIs which are configurable within the HiveManager interface. Aerohive also
has an open-upon-registration developer portal housing API-related documentation, walkthroughs, tips & tricks and much
more. Full APl access including location and presence is included with Select, no additional license is required.

* Supported APIs vary between cloud and VA platforms.

More information here.

For more information on HiveManager, please visit aerohive.com/products/unified-management.
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https://www.aerohive.com/technology/cloud-inspired/
https://docs.aerohive.com/330000/docs/help/english/ng/Content/reference/new-features-and-enhancements.htm
https://www.aerohive.com/technology/applications-and-insights/
https://www.aerohive.com/products/unified-management
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